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APPLICATION DELIVERY OVERVIEW

Application Delivery Services Designed
WA [T IIg Unique Needs

GuidePoint’s consulting organization possesses extensive experience deploying F5 Application Delivery Controllers (ADCs)
across all verticals, including both Private and Public Sectors. GuidePoint is uniquely positioned to deliver this service as
our industry consultants come from diverse customer backgrounds with experience designing, evaluating, improving, and
managing F5 ADC implementations and projects.

GuidePoint Security ADC Services include:
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Health Check

We help optimize your F5 ADC environment to meet a set
of constantly growing security, operational, and compliance
requirements. This service examines your needs, evaluates
your current F5 ADC environment, and makes a series

of recommendations to get the most from your F5 ADC
solution, including:

- Best practice recommendations
» Scaling and performance recommendations

= Misconfigurations, security, and performance alerts

= Requirements/Implementation analysis
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WAF Implementation

As the number of applications continues to grow exponentially,
organizations are challenged to effectively manage the growing
risks, protocols and applications. The F5 ADC is continuously
evolving with more advanced traffic management capabilities,
although many organizations do not have the appropriate people,
processes and technologies in place to deliver the required
availability, security and performance. We help you by:

= Providing greater visibility into web application security
and operations

» Reducing incident remediation time

» Improving your security posture

» Enhancing security, operational, and compliance reporting

« Leveraging advanced incident detection capabilities, such as
user behavioral analysis
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Put an[FRgfd Team of

Cybersecurity Practitioners
on Your Side

GuidePoint’s highly-certified
professionals provide:

« Extensive Cyber Security
Experience

= On-Premise and Cloud
Application Expertise

= Proven Methodologies

= On-Time, On-Budget
Performance

Hundreds of Industry
and Product Certifications
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Advanced Use Cases & Solutions:

Advanced Firewall Manager
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L SSL Orchestration (SSLO) v ( )

L4 DDoS
« SSH Protection

Access Policy Manager Application Security Manager
(APM) (ASM)

= BOT Protection

« Credential Stuffing
- L7 DDoS

= API Security

« Remote Access/VPN

 Third Party Solution Integrations
(Okta, ping, DUO)

« PKI Authentication
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- ABAC
« RBAC
BIG-IQ DNS
{é} « Centralized Management 7db>  Global Service Load Balancing (GSLB)
- - Lifecycle Management m « DNSSEC
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 License Management = Enterprise DNS

« Analytics

AbOUt US GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help organizations
make better decisions that minimize risk. GuidePoint’s unmatched expertise has enabled a third of Fortune
500 companies and more than half of the U.S. government cabinet level agencies to improve their security
posture and reduce risk.
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http://guidepointsecurity.com
https://www.facebook.com/GuidePointSec/
https://www.linkedin.com/company/guidepointsec
https://youtube.com/c/Guidepointsecurity
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