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DIGITAL FORENSICS & INCIDENT RESPONSE OVERVIEW

MEHETCR S A o i e M E-Li[esd Efficiently Resolve

Security Incidents to Minimize Business Impact.

Cyber incidents happen' We leverage your existing toolsets and data sources in conjunction with
We can help you qmckly supplemental solutions that can be deployed as part of the IR engagement
investigate and understand to achieve full visibility across your environment and ensure current and

the full scope of an incident. historical situational awareness.

With Our DFIR Services... You’re Covered S\

From business email compromise and ransomware activity, to APT and
nation-state sponsored attacks, our team has experience across the spectrum \
of incidents you might face. \

Put anj3RRI3 Team of
Cybersecurity Practitioners

QOO  Core Competencies on Your Side
fC )\ Core knowledge areas and capabilities used to perform an
- investigation include: Our dedicated IR practitioners are
- Network traffic analysis - Forensic disk imaging, memory experienced with a wide variety of
- Log collection and review acquisition and review industry standard tools and solutions
- Host analysis and mass + Current and Advanced Threat that provide the required visibility

Intelligence Integration

triage of forensic artifacts across your network, endpoints, and

° EERapliziien leg revien other systems to perform efficient and

» Malware analysis and

reverse engineering » Cloud-based Threat Analysis comprehensive investigation of an
incident.
Hundreds of Industry

Ny e and Product Certifications
- Highly skilled IR « Comprehensive

practitioners deliver methodology to ensure

consistent customer effective and fast response

experience and results - Pre-approved by most
» Platform and product major cyber insurance

agnostic with the ability carriers, and extensive

to provide supplemental experience with Legal

tools as needed Counsel




Our DFIR and Threat Intelligence service offerings include:

Proactive

Preparing your organization for any threat that may arise, our proactive services are designed to help you build
defenses against threats both known and unknown.

() Incident Response Retainers
Point-in-time Compromise Assessments
Subscription-based Threat Hunting

Threat Intelligence as a Service

OO

Threat Intelligence Maturity Programs

Reactive

No defense is bulletproof, and when something slips through the cracks our expert teams are ready to respond
and help you get back on your feet as quickly as possible.

@ Incident Response
@ Full-lifecycle Ransomware Response Services

(¥) Digital Forensics Services

Advisory

No good team can be successful without playbooks and practice. Our simulated incident offerings, response
runbook creation, and plan reviews prevent uncertainty and ensure your organization knows how to respond in
the face of adversity.

(¥) Tabletop Exercises

@ Purple Team Simulations

@ IR Playbook and Runbook Development
@ IR Plan Review

@ Blue Team Knowledge Transfer and Enablement

GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help _
organizations make better decisions that minimize risk. GuidePoint’s unmatched expertise has J’ VUE

enabled a third of Fortune 500 companies and more than half of the U.S. government cabinet

level agencies to improve their security posture and reduce risk.
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