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Introduction
To effectively assess and communicate risk, it’s essential 
to understand the core terms and principles that underpin 
a risk management program. Every organization has a 
risk culture—whether deliberately shaped or passively 
evolved—and most have an appetite and tolerance for 
risk, though these may be undefined or inconsistently 
applied. Clarifying these foundational concepts lays 
the groundwork for building, refining, or revitalizing a 
cybersecurity risk management program.

Risk appetite and risk tolerance are related but distinct in a similar manner 
to the relationship between governance and management activities. Where 
risk appetite statements define the overarching risk guidance, risk tolerance 
statements define the specific application of that direction. This means risk 
tolerance statements are always more specific than the corresponding risk 
appetite statements.
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Understand Organizational Risk Culture
Strategically managing risk requires a  clear 
understanding of an organization’s risk culture. Most 
organizations are not entirely risk-adverse or risk-
seeking. Attitudes often vary between departments, 
business units, and stakeholders. 
 
While appetite and tolerance statements can change 
quickly, culture is far more ingrained. Culture is built, 
intentionally or not, and can even differ within teams. 
For example, one team’s cavalier approach around 
onboarding new software can create a risk- 
seeking stance. 
 

If and when other teams follow suit, the behavior 
spreads and establishes an informal risk seeking 
mentality towards software onboarding and acquisition. 
Understanding this underlying risk culture is critical 
before drafting or updating risk appetite and tolerance 
statements. Conversations with business leaders may 
help reveal these dynamics. A neutral third party—such 
as GuidePoint Security—can perform a risk assessment 
to provide additional insight.  When scoping a risk 
assessment, consider also evaluating the organization’s 
risk culture.

Example 
Enterprise Type

Example Risk 
Appetite Statement

Example Risk 
Tolerance Statement

Global Retail Firm

Our customers associate reliability 
with our company’s performance, 
so service disruptions must be 
minimized for any customer-facing 
websites.

Regional managers may permit website 
outages lasting up to 4 hours for no more than 
5% of its customers.

Government Agency
Mission-critical systems must be 
protected from known 
cybersecurity vulnerabilities.

Systems designated as mission-critical must 
be patched against critical software 
vulnerabilities (severity score of 10) 
within 14 days of discovery.

Internet Service Provider

The company has a low risk appetite 
with regard to failure to meet 
customer service level agreements, 
including network availability and 
communication speeds.

Patches must be applied within deadlines to 
avoid attack-related outages but also must 
be well-tested and deployed in a manner that 
does not reduce availability below agreed-
upon service levels. 

N I S T  D E F I N I T I O N S

Risk appetite and risk tolerance are often misunderstood or used interchangeably, but they serve distinct purposes. 
Establishing a shared or common language and definitions around these terms is key to building a consistent 
understanding of these concepts across the organization. 

NISTIR 8286A helps clarify how these concepts help align decision making and risk posture. 

In the table below, NIST provides examples to illustrate the difference between appetite and tolerance statements:

https://csrc.nist.gov/pubs/ir/8286/a/final
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The examples illustrate the contrast between the more qualitative nature of risk appetite, and the more quantitative, 
measurable requirements of risk tolerance. By having these clear definitions in place and established for reference, 
practitioners across the organization can align their actions with the appropriate tolerance levels for each risk category.  

Within the enterprise risk workflow, risk appetite is defined first, followed by the establishment of risk tolerance. It is 
ultimately up to each organization to decide at what level risk tolerance is set and how it is implemented across 
the organization. 

N I S T  D E F I N I T I O N S  C O N T I N U E D

When applied at a more tactical level, risk tolerance 
helps guide decisions by distinguishing between  
more risk-adverse choices and those where greater 
risk is acceptable.

Example 
Enterprise Type

Example Risk 
Appetite Statement

Example Risk 
Tolerance Statement

Academic Institution

The institution understands that 
mobile computers are a necessary 
part of the daily life of students, 
and some loss is expected. The 
leadership, however, has no appetite 
for the loss of any sensitive data (as 
defined by the Data 
Classification Policy).

Because the cost of loss prevention for 
students’ laptop workstations is likely to exceed 
the cost of the devices, it is acceptable for up 
to 10% to be misplaced or stolen if and only if 
sensitive institution information is 
prohibited from being stored on 
students’ devices.

Healthcare Provider

The Board of Directors has 
decided that the enterprise 
has a low risk appetite for any 
cybersecurity exposures caused 
by inadequate access control or 
authentication 
processes.

The Board of Directors has 
decided that the enterprise 
has a low risk appetite for any 
cybersecurity exposures caused by inadequate 
access control or authentication 
processes.
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According to the FAIR Framework, risk appetite is the 
target level of loss exposure an organization considers 
acceptable, given its business objectives and 
available resources.

Risk tolerance, on the other hand, reflects how much 
variation from that risk appetite the organization is 
willing to allow.  
 
 
 
 

FAIR Definitions
FAIR methodology utilizes a quantitative approach 
by linking cybersecurity risk to financial impact. This 
approach can help embed tolerance statements  into 
the broader business risk mentality of the organization, 
making them more actionable and aligned to 
enterprise goals.

Imagine  planning a trip to a theme park. Simply 
being open to the idea speaks volumes about your 
risk culture–an underlying mindset shaped by your 
experiences, preferences, and your environment. 
People’s risk tolerance varies. Some are drawn to risk 
or adventure. Others can be influenced by family or 
friends. And still others have their lines firmly drawn 
in the sand. 
 
 

A Theme Park Analogy

A S S E S S  R I S K

F A I R  D E F I N I T I O N S

Your choice to go to the theme park represents your risk 
appetite. In theory you have considered some potential 
risks: long lines, high prices, scary rides, etc. and you 
have decided the reward is worth the risk.  

Upon arrival you may be excited for the roller coasters, 
but you draw the line at the drop zone ride. This is 
your risk tolerance. It’s a more specific, measurable 
threshold that defines what you’re willing to accept 
within the broader risk appetite. Risk tolerance helps 
you set limits on what feels acceptable in the moment.

https://www.fairinstitute.org/blog/integrating-fair-models-a-unified-framework-for-cyber-risk-management
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Develop Risk Appetite Statements
Defining cybersecurity risk appetite statements requires 
input from executive leadership, as well as the risk 
steering committee, if one has been established. The 
chart below can serve as a guide for this exercise to 
help facilitate productive, focused conversations. The 
information should be presented with  variables while 
leaving the actual risk appetite level open for dialogue. 
A visual like this can help drive the discussion.  

At the highest level encompassed by enterprise risk 
management, the cybersecurity risk will be aggregated 
into a single statement. Cybersecurity leadership and 
the cybersecurity risk steering committee must take this 
into account when digging deeper into the more broadly 
dived appetite statements. As demonstrated in the chart 
below, leadership needs to consider other factors as 
well. In this case the compliance category also guides 
decision making.

By paying attention to risk culture, organizations can 
break appetite statements into bite sized segments 
that are manageable. Risk can, and should, be divided 
into cross sections that are specific enough to guide 
decision-making, without becoming overwhelming. 
Setting risk categories within the bounds of 
cybersecurity risk allows teams to focus on areas 
where appetites for risk may naturally differ. These 
categories vary between organizations and evolve over 
time. For example, the rise of AI has prompted many 
organizations to create a distinct risk category for it. 
 
 
 

Further divisions can reflect organizational structure. 
Different business units may have varying appetites 
for risk. 
 
For instance, one business unit may be more 
exploratory and innovation-driven, while another may 
operate with a more cautious, risk-averse posture 
based on the nature of their job and the types of data 
they interact with such as sensitive, protected health 
information (PHI), intellectual property (IP), etc.

6

Framing Risk: The Importance of Risk Culture

Risk Category Classification Quantitative Measure Risk Owner

Cybersecurity Risk Averse <1 critical breach/year CISO/Cybersecurity Risk Steering Committee

Financial Moderate
4% variance from 

annual budget
COF/ FP&A Team

Compliance Risk Averse
0 material 

violations/year
Chief Compliance Officer

Innovation Risk Seeking
<12% failure rate on 

new product innovation
VP of Product/ 

Product Mgmt team

Reputational Risk Averse
<1 negative Tier 1 

media article per year
CMO or Chief 

Communications Officer
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Using FAIR methodology, these percentages can be 
applied to  financial data to quantify the risk in financial 
terms, preferably presented as a range to account for 
uncertainty or false precision. 

Once finalized, the risk appetite statement(s) should 
be published in a clear, easily accessible document. An 
internal awareness campaign should follow to promote 
the statements and reinforce leadership’s commitment 
to risk management. 
 
 

By communicating and training stakeholders around 
these risk statements, the organization can more 
effectively shape a risk culture that aligns with the 
organization’s agreed upon risk appetite.

The table below represents examples of cybersecurity organization-level appetite statements 
based on these variables:

Business Unit Product Offering Risk Category Risk Appetite

Unit A Product A AI 80% Risk seeking

Unit A Product A Compliance 70% Risk adverse

Unit A Product A Third party Risk neutral

Unit B Product B AI 90% Risk adverse

Unit B Product B Compliance 90% Risk adverse

Unit B Product C AI 70% Risk adverse

Unit B Product C Compliance 80% Risk adverse

D E V E L O P  R I S K  A P P E T I T E  S T A T E M E N T S  C O N T .
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It is important to understand that risk tolerance is more apt to change than risk appetite. Set a regular cadence 
(quarterly, annually, post-incident) to review and update tolerances as your business, threat landscape, and 
capabilities evolve. 

By using the organizational risk appetite statements provided by senior management in the table below, organization 
level teams can propose appropriate tolerance statements as indicated in the following table:

Business Unit Product Offering Risk Category Risk Appetite Risk Owner Oversight Team

Unit A Product A AI 80% Risk seeking
Unit A IT Innovation 
Manager

Information 
Security

Tolerance Statement: The organization embraces an elevated level of risk in the pursuit of artificial intelligence 
initiatives that have the potential to create significant competitive advantage, operational efficiency, or customer 
value. We are willing to pilot and adopt emerging AI technologies ahead of broad market adoption, accepting 
uncertainty in areas such as performance, regulatory clarity, and long-term outcomes. 

Black box models can be used internally or to pilot applications with appropriate business justification. 

Shadow IT is accepted and encouraged for experimentation, the product must be formally onboarded prior to 
production usage.

Unit A Product A Compliance 70% Risk adverse
Compliance 
Manager

IS Governance, 
Risk and 
Compliance

Tolerance Statement: The organization maintains a moderately conservative posture toward compliance risk. We 
prioritize adherence to applicable laws, regulations, and industry standards, particularly in areas involving data 
privacy, consumer protection, and financial integrity. 

Audits must maintain a control failure rate under 5%. 

Active policy exceptions must remain under 2%.

Develop Risk Tolerance Statements
Risk tolerance is established within the broader 
boundaries of risk appetite, providing  more detailed 
guidance on what levels of risk are acceptable in 
specific contexts.  These statements highlight where 
an organization may need to invest in greater scrutiny 
or where less governance may be appropriate. Appetite 
statements provide a foundation for teams to define 
tolerance thresholds tailored to specific business areas 
or assets. 

Leaders with knowledge of  specific business operations 
or asset categories should collaborate to develop 
tolerance statements that are both actionable and 
measurable. In addition, tolerance must be quantifiable 
and aligned with business goals to really be effective. 
Each risk tolerance statement should identify the type 
of risk addressed, the designated  risk owner, and the 
oversight team or function responsible for continuous 
monitoring of it. 
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Business Unit Product Offering Risk Category Risk Appetite Risk Owner Oversight Team

Unit A Product A Third party Risk neutral
Third Party Risk 
Management Leader

IS Governance, 
Risk and 
Compliance

Tolerance Statement: The organization adopts a balanced, risk-neutral approach to third-party risk. We recognize 
that third-party relationships are essential to business operations and innovation, and we are prepared to accept 
certain levels of risk where the value of the engagement is justified, and appropriate due diligence, monitoring, and 
contractual safeguards are in place. Residual risks must be known, documented, and within acceptable thresholds. 
High-risk vendors require enhanced oversight, but risk acceptance is possible with executive approval and 
compensating controls. 

Risk assessments must be completed on 95% of active vendors. 

Regulated data can be used if an annual security assessment is completed and a data protection 
agreement is in place.

Unit B Product B AI 90% Risk adverse Unit B IT Manager
Information 
Security

Tolerance Statement: The organization maintains a low tolerance for risk in the adoption and deployment of artificial 
intelligence technologies. AI initiatives must demonstrate clear business value, undergo rigorous risk assessment, 
and comply with all applicable legal, regulatory, and ethical standards before being approved.

Black box models are strictly prohibited.

Shadow IT will not be tolerated.

Unit B Product B Compliance 90% Risk adverse
Compliance 
Manager

IS Governance, 
Risk and 
Compliance

Tolerance Statement: The organization has an extremely low tolerance for compliance risk. We operate under 
the assumption that any regulatory deviation, whether intentional or incidental, poses an unacceptable risk to our 
business. Full adherence to applicable laws, regulations, and internal policies is mandatory. Risk decisions must 
prioritize regulatory certainty and reputational protection above operational efficiency or innovation.

Audits must maintain a control failure rate under 1-2%.

No standing policy exceptions are permitted.
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Business Unit Product Offering Risk Category Risk Appetite Risk Owner Oversight Team

Unit B Product C AI 70% Risk adverse Unit B IT Manager
Information 
Security

Tolerance Statement: The organization maintains a conservative risk posture regarding artificial intelligence, 
allowing for strategic adoption where AI solutions are well-understood, provide measurable value, and can be 
governed effectively. We are selectively open to AI experimentation in low- to moderate-risk areas, provided 
appropriate safeguards, oversight, and compliance controls are in place.

No black-box models are permitted.

No more than 2 cases of shadow IT usage are acceptable, any that are discovered must be reported and remediated.

Unit B Product C Compliance 80% Risk adverse
Compliance 
Manager

IS Governance, 
Risk and 
Compliance

Tolerance Statement: The organization maintains a conservative approach to compliance risk. While some limited 
exposure may be tolerated where laws are ambiguous or in transition, the organization expects high levels of 
regulatory adherence, strong control performance, and minimal deviation from policy. Compliance risks must be pre-
identified, assessed, and remediated proactively, with a preference for avoidance over mitigation.

Audits must maintain a control failure rate under 3%.

Active policy exceptions must remain under 1%.

*The table has been built to show how even a complex organizational structure can be logically divided into risk statements. Less complex 

organizations would be able to eliminate some of the fields shown here.
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Prior to publication, the tolerance statements should be reviewed by all relevant stakeholders to strengthen 
communication and breed a culture of collaboration that will help create an effective risk management process and 
meaningful risk register. Well-defined tolerances will also guide the creation of key risk indicators (KRIs) and support 
audience specific dashboards that make it easier to track and monitor emerging risks.

D E V E L O P  R I S K  T O L E R A N C E  S T A T E M E N T S  C O N T .

Level 1: 
Ad Hoc

Level 2: 
Emerging

Level 3: 
Defined

Level 4: 
Integrated

Level 5: 
Embedded

Leadership 
Commitment

No clear 
leadership 
support

Leaders 
occasionally 
speak about risk

Leaders endorse 
risk policies

Leaders promote 
and model risk 
management

Risk leadership 
active at 
all levels

Risk Awareness Minimal
Some team 
risk awareness

Risk awareness 
promoted 
via training

Employees 
understand role 
in managing risk

Risk thinking 
is ingrained

Communication 
and Transparency

Rarely discussed
Some risk 
reporting

Formal risk 
reporting

Open 
communication 
and risk 
reporting

Routine and 
transparent 
risk discussions

Risk Appetite Not defined
Initial efforts 
to define

Well 
documented

Applied in 
some business 
decisions

Used to guide 
all risk-based 
decisions

Establish Cultural Consistency
After documenting risk statements, it is important to 
revisit  organizational culture. Do the risk statements 
align with  current practices? For example, have 
you declared zero tolerance for drop zone rides, yet 
everyone in Business Unit B are racing to that ride? 
Ideals and reality need to be in harmony. If changes 
need to be made to better align ideals and behavior, 
these changes must be made incrementally and 
intentionally.  

Discrepancies between stated and lived risk tolerance 
are not just gaps, they are opportunities to improve. 
When approached in a positive manner, they can drive 
cultural changes and improvements that extend beyond 
just risk levels. Instead of framing the conversation 
around restrictions, or what cannot be done, focus 
the discussion on the desired outcomes, how they 
support the organization’s business goals, and why they 
matter.  Be sure to invite stakeholders to shape the path 
forward to support risk alignment, as well as stronger 
communication and trust across the organization.

Once risk culture, appetite and tolerance are defined they flow into a cycle of continuous review, updates and 
improvements as demonstrated in this maturity model.



This model outlines progressive stages of risk culture development, from Ad Hoc to Embedded. It evaluates dimensions 
including leadership to risk awareness, communication and accountability. It can be a helpful tool to assess an 
organization’s current state and set a roadmap for building a risk-based culture.

Risk Maturity Model
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C O N S I S T E N T ,  A C T I O N A B L E  R I S K  C U L T U R E

Continual communication, leadership commitment, and active user engagement is key to creating and sustaining 
an effective risk culture across the organization. When risk culture, appetite, and tolerance are clearly defined and 
reinforced, the rest of the cybersecurity risk management program has a solid base.  

Risk appetite and tolerance statements serve as the foundation for the risk register and KRIs to enable the organizations 
to monitor and adapt to evolving threats and behaviors. These tools also ensure that risk decisions are supporting 
strategic objectives and cultural realities. 

Effective risk management starts at the top with clear expectations and a shared understanding of what levels of risk 
are acceptable. By aligning current practices with desired outcomes and embedding risk into training, awareness, and 
daily operations, organizations can make cybersecurity risk management more than just a policy, it can become the 
foundational way of doing business.

R I S K  A S S E S S M E N T  A N D  A D V I S O R Y  S E R V I C E S

GuidePoint Security helps organizations navigate risk with clarity and confidence. Our Risk Advisory practice is built 
around experienced consultants, many of whom come from federal agencies, Fortune 100 companies, and top security 
programs. We take a business-aligned approach to identifying, assessing, and advising on risk—delivering actionable 
insights, not just checklists. 
 
Key services include:

Cybersecurity Risk Assessments: Evaluate strategic, operational, compliance, and cybersecurity risks 
with tailored frameworks (e.g., NIST, FAIR, ISO).

Risk Appetite & Tolerance Consulting: Translate abstract goals into measurable, operational guardrails.

Risk Program Advisory: Assess the maturity and effectiveness of existing risk management 
programs and policies.

Third-Party Risk Management: Identify gaps and exposure across your vendor ecosystem.

Executive & Board Advisory: Support strategic decision-making with clear, 
business-relevant risk insights.
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Risk isn’t going away–but your uncertainty can. Contact GuidePoint Security to schedule a risk assessment or a risk 
advisory consultation. 

Align Your Risk to Your Strategy

a b o u t  t h e  a u t h o r

Will Klotz is a Senior Information Security Consultant at GuidePoint Security, where 
he specializes in Governance, Risk, and Compliance (GRC) services. Throughout his 
career, Will has developed leading and robust risk management programs, crafted 
policies and standards, and is passionate about driving innovation in cybersecurity 
practices. With experience spanning both public and private sectors, Will brings his 
technical expertise, military discipline, and business leadership to help customers 
solve complex security challenges. 

Will Klotz

What sets GuidePoint Security apart is our ability to combine deep technical 
expertise with practical, board-ready reporting—making risk actionable across 
every level of the organization.

https://www.guidepointsecurity.com/contact-us/
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