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FORESCOUT SERVICES

Gain the most value from your ForeScout platform with tailored

IRV N VALl specific business needs.

Maximize the value from
your ForeScout platform.

GuidePoint Security has performed countless
ForeScout platform installations and health checks,
and has also designed advanced use cases for
customers of all shapes and sizes.

Our Unique Approach

The first step of every ForeScout installation involves a collaborative
workshop with key business stakeholders. It is the foundation for a

successful project and helps reduce the risk of wasted cycles and unknowns.

Once we have agreed on the specifics, we will build out a phased project
plan that is tailored to your environment and approach to risk, based on
visibility and control. With an understanding of what is in your environment,
we are better informed to understand the potential impact of implementing
enforcement capabilities. By taking this risk-based approach we are able to
increase the overall success of a ForeScout platform installation project.

Additionally, for customers who have ForeScout implemented, but are not
maximizing the value of the platform, we take a multi-dimensional approach
that examines people, process and technology and how it should be working
together.

ForeScout Services Available

© Visibility Services © Health Check Services

© Enforcement Services © Advanced Use Cases

GuidePoint Security’s highly-certified ForeScout engineers come from practitioner
backgrounds and have a wide breadth and depth of real world experience.
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More than 70% of our
workforce consists of tenured
cybersecurity engineers, architects
and consultants.
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GuidePoint Security provides a wide range of offerings to help

ensure you maximize the value of your ForeScout platform.

Visibility Services

@ Perform initial software installation, complete all software (@ Identification of unauthorized and non-compliant devices on
updates, and obtain licenses the network

© Configure essential modules @ Inventory population analysis

© Integrations with network devices and systems © Audit of applications installed, running services, running

@ Best practice policy configuration and customization processes, registry keys, etc. across devices

©@ Discovery and classification of devices © Configure reporting, dashboards, and logging

Enforcement Services

@ Review, discuss, and capture organization-wide network @ Provide oversight for enforcement turn-up for all sites
security and host compliance requirements (© Build periodic operational procedures to keep things running
@ Determine the best blend of enforcement capabilities based smoothly
on available architecture and risk tolerance @ Build and runbooks and job aids

© Build phased approach, enforcement strategy and timeline

Health Check Services

Our services go much further than just running updates or tweaking policies — we take a multi-dimensional approach to help you
maximize your investment in ForeScout. Typical focus areas include:

(© Business Use Case Alignment @ People and Process Review
© Architecture & Topology Review @ Reporting & Dashboards
© Performance, Versioning, Stability, & System Health & Platform Security

© Deep Policy/Configuration Review @ Resolution of easy wins

At the conclusion, you receive a robust report outlining the current state of your ForeScout environment, its alignment with the original
business use cases, and a list of detailed technical recommendations for maximizing your investment.

Advanced Use Cases

Our engineers have extensive experience integrating ForeScout into other third party platforms, and can help accelerate your project
by incorporating our lessons learned.

© Enrichment of other platforms using ForeScout’s data © Automated remediation for out-of-compliance hosts

© Threat hunting and incident response use cases © Custom API work

© Third party integrations

GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help organizations
Ab i U make better decisions that minimize risk. GuidePoint’s unmatched expertise has enabled a third of Fortune
ou S

500 companies and more than half of the U.S. government cabinet level agencies to improve their security
posture and reduce risk.
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http://guidepointsecurity.com
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