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Building Custom Playbooks

to Maximize Mandiant and Splunk

Phantom enables teams to work smarter by executing automated actions

across their security infrastructure in seconds, versus minutes when O O O
performed manually. Teams can codify workflows into Phantom’s automated r “
playbooks using the visual editor (no coding required) or the integrated D

Python development environment. Integrating your Phantom with Mandiant

Advantage (Threat Intelligence Platform) allows you to enrich indicators
coming from your environment with additional context. Empowering analysts PUt an ELITE Team Of
to make faster and smarter informed decisions. Taking the repetitive, grunt Cybe rsecu rlty Practitioners

work out of being an analyst and improving their quality of work productivity.

on Your Side

@ Automate the enrichment of indicators with: Our highly-certified, operational
- . . cybersecurity experts have lived and
«  Known vulnerabilities «  Domain Details .
, , breathed your job.
e Threat Actors » File Details
«  Reputation Scores « and much more.... « More than 70% of our workforce
«  Hash Details consists of tenured cybersecurity

engineers, architects and consultants
@ Create faster and effective decision making o
« Many have managed security within the

for the front-line analyst DoD and U.S. intelligence agencies and

GuidePoint Security Government Solutions has extensive security Fortune 500 companies
expertise in playbook buildout and tailor plays to your organization’s use

cases. Some examples that have been implemented to date include:
-  Compromised Indicator «  Phishing Management R?aCh out t? the f.ollowmg.
Hunting (I0C ingestion) - EeL Cerlesie Menameen: POC’s from GuidePoint Security
. Malware Analysis . Authorized Smart Card to schedule a meeting to discuss:
. Vulnerfabili’fy Mana.gement Utilization Enforce.ment John Trojanowski
*  Endpoint Diagnostics +  User On/Offboarding John.trojanowski@guidepoinntsecurity.com
«  Network Device Posturing «  Automated Website Unblock 630.770.4892
«  Cross Domain Violation Requests Yuri Shabanowitz
. Automated Monitoring of +  Automated Ticket yuri.shabanowitz@guidepointsecurity.com
Privileged Groups Management 814.303.9874
- Endpoint Attacks

AbOUt Us GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help agencies make
better decisions that minimize risk. GuidePoint’s unmatched expertise has enabled a third of Fortune 500
companies and more than half of the U.S. government cabinet level agencies to improve their security posture
and reduce risk.

oy 2201 Cooperative Way, Suite 225, Herndon, VA 20171
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https://www.facebook.com/GuidePointSec/
https://twitter.com/guidepointsec
https://www.linkedin.com/company/guidepointsec
https://youtube.com/c/Guidepointsecurity



